27.06.2024, 15:18 Mokynky Yepes IHTepHET - He CTaHb XKepTBoii obmanal

Mokynku yepes MHTEpHET — 3TO 6e3 COMHeHUs oyeHb y#o6HO. Cdepa MHTepHET-yCayr paciuupseTcs, [AOX0Abl CeTeBbiX
pUTENIepoB pacTyT, a JItoAM BCe Yalle NpefrioynTaroT 3aka3 ToBapos B CeTH roxogam ro marasuHam. OgHako yaobeTeo
MHTepHeT-TexHOIornii pacrnpoCcTPaHAETCs He TO/IbKO Ha MPoAaBLOoB M nokynatesnen. MOLeHHNKN Takxke Mo JOCTOMHCTBY
OLjeHWS1M HOBbIe (IJOprI' TOProB/M M aKTUBHO UCNONLIYIOT UX CBOUX LEeNAxX,

Ilnsa Toro, yto6bl PaflocTb OHNANH-TIOKYNOK He Gbia oMpadyeHa MosiyyeHMeM HeKauyeCTBEHHOro ToBapa WM roTepei
fleHer Mbl peKoMeHjyeM Bam 06paTWTh BHMMaHWe Ha HEeKOTOpbie MpU3HaKM MoTeHUManbHo onacHbiX WHTepHeT-
MarasuHog.

1. Huskasa ueHa. Ecnv Bbl Hawm oépﬂBneHMe Wnu MarasuH, npennaramu.mﬁ TOBapbl No UeHamM CyLLeCTBEHHO HMWXe
PBIHOYHDbIX, uMenTe B BUAY, YTO MOLUEHHWUKW YaCTC UCNONb3YHOT LaHHbIA npuem ansa npuBnevYeHus Xeprs.

Ha yTto cnegyer o6paTuTb BHUMaHWE? [TOCMOTPUTE CTOMMOCTb @HanorM4HbIX TOBapoB B Apyrux WHTepHeT-
MarasuHax, oHa He [J0/iXKHa OTNMYaTbCA CAULIKOM cuibHO. He nogaasaiitech Ha CnoBa «akuUyda», «KOMWYeCcTBO
OrpaHuyeHo», «CrewnTe KynuThy, «peaniaalusa TaMOoXeHHOro KoHpueKarar, «ronnaHackiii ayKiiuoHs.

2. Tpe6osaHue npegonnatbl. Ecnu npogaeel, npejnaraeT MepeuucnuTb nNpefonnary 3a ToBap, OCO6eHHO ¢
WUCNOJIb30BaHWeM aHOHWMHbIX MNAaTEXHbIX CUCTEM, S/TEKTPOHHbIX [AEHEer Wiy NMpyu nMomolmn 6aHKOBCKOro nepesoja Ha
KapTy, BblJaHHYH Ha UMS YaCTHOr0 NULA, HY)XHO NOHUMATb, YTO faHHas CAenKa ABseTcs onacHoM.

Ha yto cneayeT o6patutb BHUMaHUE? YUuTbiBalTe PUCKK NpU coBeplueHun VMHTepHeT-MoKynoK. MoMHuTe 0 TOM,
YTO MpY NepeBofe AeHer B CUYET Npejornnarbl Bbl HE MMeEEeTe HUKaKuX rapaHTui ux Bos3eparta wiu nonyyeHus
ToRapa. Ecnu Bbl peElUnAM COBEPLUTL MOKYNKY NO Npejonnare, NpoBepbTe PeNTUHIU Npodasuya B8 MaaTexHbIX
cucTemax.

3. OTC)'TGTBHE BO3MOXHOCTH KyprpCKOﬁ AOCTaBKK M CaMOBbIBO3a ToBapa. [laHHble hakTopsbl BbIHYXXAAKT noxyna*reneﬁ
rNnonb30BaThCA ANA NOCTAaBKU TOBapa ycnyraMi TPaHCNOPTHBLIX KOMMaHW’ 1, COOTBETCTBEHHO, BHOCUTbL npeaponnary.

Ha uTto cnegyeT 06patuTe BHUMAaHKE? Bbi6UPas U3 HECKOMbKKMX Mara3uHoOB, CNENyeT OTAaTh NPesnoUYTEHUE TOMY,
B KOTOPOM €CTb BO2MOXHOCTb 3a6paTh TOBApP CaMOCTOATENbHO. 370YMbILABHHWKKA MOrYT MpPefocTaBuTh
nogenbHble KBMTaHLMM 06 0TNpaBKe Toapa TPaHCNOPTHOW KoMNaHuei.

4. OTCyTCTBME KOHTaKTHOM WHMOpMauuu U cBefeHuid o npopasue. Ecnu Ha caiite WHTepHeT-marasvHa OTCYTCTBYHOT
cBefleHUs 06 OpraHusaLuMu UNK UHAUBUAYANbHOM MPeAnpUHUMATENe, a KOHTaKTHble CRe[leHUs1 MpefcTaBneHbl NUllb
dopmolit obpaTHo CBA3K U MOBUNBbHBIM TenedoHOM, TaKo MarasuH MOXeT NpepcTaBsATL ONacHOCTb.

Ha uTo cnepyet obpaTuTb BHUMaHKE? BHUMATENbHO M3yumTe CBefeHus O npopasue. [oMHUTE 0 TOM, YTO Bbl
COﬁHDBETer A0BEpUTE OeHbri Nuly Wnu KomnaHuu, o KOTODO]:I Bbl Hudero He sHaete. Ecnu Ha calite yKasaH
ajpec wMarasuHa, nNpoBepbTe, ﬂer‘ICTBHTeJ'EbHO N MarasuH CywecTByer. QOueHb 4acTo 3N0OYMbILLUNEeHHWKN
YKa3biBaroT HeCyleCTByOUW Ve afpeca, J'l].r‘aﬁO Nno AaHHbIM afpecaM pacnonararTcs COoBCeEM Apyrue opraHiaatii.
ﬂpCBEIJbTE‘ OT3b!Bbl O Mara3vmHe B OTKPbLITBIX MHTEDHET'peﬁTHHFaX, I'IpDJ'!HCTai:"ITe OT3bIBbl KaK MOXHO panbuie,
SNOYMbILLTEHHKKK MOMYT NPATaTh HEraTWBHblE OT3biBbl 3a OECATKaMU (baﬂbLl.iMBbl}( NOACHATENbHBIX. OUEHOK. B
Ciiydae coBeplueHusa NOKYNnokK NOCPencTBOM BNeKTPOHHbLIX [OCOK oOBABNEHUIA NoCMOTPpUTE UCTOPKMID COENOK
npohasua W 03HaKoOMbTECh C €10 pEﬁTMHFOM, MHOTWe TOProeble Niowanky npegnaraoT n0n06Hy‘&o YChyry.

5. OtcytcTBue y npogaBua WAWM MarasuHa «uctopuu». Ecnv WHTepHeT-marasud wunu yvyetHaa sanuchb npoaasua
33pEerucTpUPOBaHbl HECKONLKO AHER Has3al, CAEeNKa C HUMKU MOXET BbITb onacHoi.

https:/www.mvd.gov.by/ru/page/urpsvit/profilaktika/pokupki-cherez-internet-ne-stan-zhetvoj-obmana/print 1/2
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Eynn wax wankns!
He conluan HeTHaRoMb NoARN &
VIHTEPHETE CE0C HACTORULTE 3R,

FAPEC ¥ NOMep Tenedona,

Eygn CLTOPO MEH € TEM, MTO |
npwewis o tede, Npugymani cnomusiit

> Napcnk, RaK y cyneprepon!
Hwn KOty £r0 HE ropopy, Befds
3TO TOOWM CORpeTHLIA
!

GMHIL HTO B VINTEPHETE 5 BCe W
Te, KoM KamyToR!

He podannal a APy sna MOReR,
WOTOPLIX HE HATLLL B PEANLHOR ;
' ByAb Kak xaxep!

He unuraii na
nogospurenuhuie

CCHINKA,

EyAbL DCTUPOWEH, KaK Ha
WrHno s nanel
Cuaunpai MEMADKEHWA TIRLKS
U3 0UUMENLHBIN MATaIuHoe.

AHTHBARYC - TROW BEPHBLA
. s APy

He Goilca npocTs 0 nonouyml

Echia TGR UT0-TO TREDOWAT B

WHrepieTe, pacckamn o6 3Tom
PORMTENTRA LN YUUTENM,

BraccTe prl CMOMETE POLUMTL
. moGyo npolnemy.

VIHTEpHET - 3TO KPYTO, HO
nomHu o 6eaonacHocT!
CoSnwgan 3T npasuna, Tel
CMONMELbL CTaTh HACTORALWMM
kuGeprepoem!

mvd.gov.by
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‘6aHK 4N UX BO3BpaTa Nno NpUHLIMMY «HYNeBOH OTBETCTBEHHOCTUY ;

Bez0nacHOCTb 3/IEKTPOHHOIH NOYThI

ToaxntounTb ABYXHAKTOPHYIO ayTeHTUUKALIMIO PearupoBaTb Ha MUCbMa OT HEU3BECTHOO
: OTNPaBUTESIS: CKOPEee BCEero, 3T0 CRam Uiy
«(ULLMHrOBas» paccbinka

Wcnonb3oBaTe MUHUMYM 2 TMNA OTKpbIBaTb NOAO3PUTENbHBIE BAOXKEHUS K
e-mail agpecoB: 3aKpbiTbie (TONbKO ANS NPUBA3KY YCTPOWCTBE U CPEACTB  MMUCbMY: CHavyana Nno3BoHUTE OTNPaBUTENHO |
3aLLYMThI, UHTEPHET-6aHKMHIa U ApP.), OTKpbIThIE (OTAENbHbIE ANS M y3HalTe, 4TO 970 3a daiin

nepenvcKky, perucTpauuu Ha popymax, odopmMreHUs pasiauiHbIX
NOANUCOK U T.4.)

Wcnonbaosatk cnaM-gunbTpbl  COOTBETCTBYIOLEE aHTUBUPYCHOE OTnpaBnATb B OTKPbITOM BUAE BaXHbie

nporpamMmMHoe obecneyeHue AanHble (hoTonMs3o6paXeHns AOKYMEHTOB,

; naponu U T.4.). B cnyyae Heo6XoAUMOCTH —
3aapXuBKPOBATb, YCTAHOBWB CIOXHbINA
napornb

B cnyuae nofo3puUTenbHbIX CUTYaLui NPOBEPUTL CTATUCTUKY
TIOAKOYEHWI U UBMEHUTb Naponb

HapewHbie naponu

CosgaBaTth nNepcoHanbHble (YHUKabHbIe) Mapony K pasHbiM cepeucaM  XpaHWUTb Naponu Ha GyMaxKHbIX HOCUTENSX,
paboyem cTone KOMMbIOTEPa U B APYrux
NEerkopoCTYMNHbIX MECTax, a TaKKe
nepegaBaTb UX KOMY-M60 ;

McnonbaoBark CNoXHbIE Mapoii: MUHUMYM 12 CUMBOJIOB, CoxpaHATb Naposib aBTOMaTUYecKu B
OJHOBPEMEHHO LUUdPbI, CTPOYHbIE U NPONUCHbLIE CUMBOJbI, 3HAKK Bpaysepe
MyHKTYaLun U T.4.

JloBepaATb TONLKO NpoBepeHHbLIM MeHeXXepaM naponen Wcnonb3oBath B KayecTRe Napons cBou
. NorvH (MMA NoNb30BaTeNs, y4eTHOM
3arnucu, HUKHeAM, faTty poXxxaeHus u T.4.)

PerynapHo npousBoauThk CMeHy naponeil Ucronb3oBaTk NOBTOPEHWE CUMBONOB,

! ‘Brorpatuyeckyto UHoOpMaLUnLo U
CBefeHns, 06HapooBaHHbIE B
‘CoLManbHbIX CETAX

HMcnonb3oBaHue 6payzepor U caiiTos

Wenons3oBath cneuuanbHoe NporpamMMHoe obecniedveHue (aHTUBUpYE,  [epexonuTs Mo HENPOBEPEHHbIM CCbiIKam
paciivMpeHue ansa 6paysepa), YTobbl U3bexaTbh He6NaronpUaTHbIX ¥ nocewaTb caiThl COMHUTENLHOrO
HOCJ‘IE,D,CTBHFI nocrne nocelweHna aapameHHbIX canToB copep>aHua

TMpousBoguTb perynsapHoe o6HosneHue 10, aHTUBUPYCOB u (aitepBosoB BBOAUTH vHhOopMaLUIo Ha caiiTax, ecnu
‘coefMHeHKe He 3aluLieHo (HeT https)

0O6palyaTs BHUMaHVE NPY aBTOPU3ALIMN Ha AOMEHHOE UMS MHTEPHET-  OTKPbIBATH BCM/BIBAOLME OKHE,
pecypca (MOXeT Npou30iT MogMeHa UMEeHU caliTa ¢ uenbio «hULIMHra») peknamHble 6aHHepbl U YCTaHABUBATb

https:/fwww.mvd.gov.by/ru/page/upravlenie-k/profilaktika/print
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npefiaraeMoe HeU3BeCTHbIMU cafTamu
o

Wcnonb3oBaHue NPUAOXKEHUIA, coLiceTeil U MecCeHgKepoB

Mo BO3MOMXHOCTU CKpbIBaTh HOMEP TesleoHa, afpec 3/1eKTPOHHOM
NoYTbI W Apyrue cCBeeHns

‘06MeHUBaTLCH COOBLIEHUAMU B COLCETAX U MECCeHDKepaX TONbKO

PazMelLaTs NMepcoHanbHYo M KOHTaKTHYIO
uHbopmMaLuIo 0 cebe B OTKPbITOM AOCTYME

Wcronb3oBaTh yKasaHue reofokauymn Ha

MONHOCTBIO YA0CTOBEPUBLLKCE B IMYHOCTU COBECEAHNKA, He pearupys Ha poTo 1 NocTax

COMHUTESIbHbIE NPOCHEbI 1 NPEANONKEeHUs

YeTaHaBnMBaTh NporpaMMHoe obecrieyeHure ToNbKO U3 JOCTOBEPHbBIX
UCTOYHUKOB

OTBevaTb Ha 06uaHbIe BbIpaXXeHus 1
arpeccuio B coLceTax — nylle Hanueatb
06 9TOM aAMUHWCTPATOPY pecypca

BesonacHoCTbh MOGUNbHBIX YCTPONCTE

Wcnonb3oBaTh MUH-KOZ, @ TakKe AoMOJIHUTENbHbIE Cnocobbl
BrokupoBaHusa ycTpolicTea (rpapuyeckuii Kioy, naposib, 0TneYaToK
nanbua v gp.)

CBOEBPEMEHHO 0BHOBIATH OMEPaLMOHHYI0 CUCTEMY YCTPOUCTBA,
-anTuBUpyc 1 gp. Mo

Ycranapnuearb npuaoxeHus ua PlayMarket, AppStore unm TonbKo U3
NpoBepeHHbIX UCTOYHUKOB

06paluaTh BHUMAHUE, K KaKUM QYHKLUSM rafpKkera npunoxeHue
‘sanpalwuveaer oCTyn

BtOUUTD BCTPOEHHble GYHKLUY YCTPOCTBa ANA ONpefle/ieHus ero
‘MEeCcTOHaxoXKAeHUs

MNepejaBaTh HE3HAKOMbIM MOBUbHbI
TenedoH unu cuM-KapTy. B cny4ae
nepefayv — KOHTpoONWpoBaTh Bece
JefCTBUs, KOTOpbie NPOU3BOAATCS C
YCTPOACTEBOM

YcraHaBnuBaTh NPUIOKEHUA C HUSKUM
peViTUHroM U oTpuLaTenbHbIMU OT3bIBaMU

TMepesBaHnBaTh Ha HESHAKOMbIE
MHOCTPaHHble HOMepa

XpaHuTb BaXKHYH MHPOPMALUIO Ha
MO6UIbHOM YCTpOWCTBE

JlenaThb NonHoe CHATUE OrpaHUYeHIs Ha
YCTpOUCTBE («Keinbpeiky, peximm
«cyneprozepar)

B cnyuae yrepu (Kpaxu) ycTpoincTBa, HesaMeAnuTelbHO CMEHUTb Naposiu:

K MHTEPHET-6aHKIHIY, NIEKTPOHHOM NoYTe U APYriiM CepBrcaMm, a Takxe

06paTUTbCA B NPaBoOXpaHUTeNbHbIE OpraHsbl

Tpu cmeHe aBOHEHTCKOro HoMepa 06s3aTesIbHO USMEHUTD MPUBA3KY
VHTEPHET-CePBUCOB K HOBOMY HOMEPY (nyuile cpesnaTb 310
'3a6naroBpeMeHHo)

il‘lpu npogax)e ycTpoiicTBa Npov3BeCcTU ero c6poc A0 3aBOACKUX
‘HaCTpoeK

BesonacHbiit Wi-Fi

Mocne ycTaHOBKM ycTpoiAcTBa Ana goctyna K Wi-Fi cpasy e noMeHsTb
NapoJib U NIOTWH, YCTaHOBNEHHbIE M0 YMOTHaHUIO

hitps:/fwww.mvd.gov.by/ru/pagelupravlenie-kiprofilaktika/print

‘BBOAWUTL CBOW NOTUH U Naponb Zoctyna K
Y4YeTHOit 3anucy (CTpaHuLe) Unu cucteme
BAHKOBCKOro 06CNYXUBaHUS MpK
MNOAKITHOUEHUM K 6ecnnaTHbIM (OTKPbITbIM)
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HPABMAA

NOPOBOW
MIVEHBI

noymusosics moryt yaum. [N - MOCKOM OHAGHH-COBBCEAHG |
NTORTO HYXHOS O TBOSH ¥OGHK TR i MONET CKOMBATC P S
AAOYMBILLASHMMH

& JAOYMBILLIABHHMK MOXET acrpem e HHDOpMaLIMen MOTYT 30BAGAET> T
Te08 C HEAOGP LM HOmEpetmami S H BOCNIOABIOBOTLCS ;

HeAOBpOXeAaTEAM

upyrnogy'roqnbm
eanHb!
Homep 1 02"
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BEHVIMAEHES

HE COBEPLUAUTE HUKAKUX OEACTBUMA HA
CMAPT®OHE NO NPOCbLBE MNOCTOPOHHUX
noaen! TEm BONEE, HE. COOBLLAWUTE UM
KoAdbl, NAPOJIU, U AP . MHOOPMALIUIO

e

HE COXPAHSAWTE B NPUNTIOXKEHUAX U
BPAY3EPAX NMAPOJIN, KOAbI, NNIOFUHbI.
NMPECTYNHUK MOMKET Y3HATb KO U3

nPUCNAHHOro SMS-coosLUEHUS

N

22°
?L

NPECTYMHUK NO TEAEGOHY
NPOCUT BAC YCTAHOBUTb
MPOrPAMMY HA TEAEGOH ),
ANSl AMCTAHLUMOHHOTO
AOCTYNA U COOBLLUMTD
EMY NAPOAb U KOA

A |
o
YNPABAEHUE «K» MIBA BEAAPYCH



npaBun
MHPOpPMaLLMOHHOMN
6e30omnacHoCTH

rnaBHoe yrnpaBieHue
Nno NPOTUBOLEUCTBUIO
KMbepnpecTynHocTH
KM MB]] benapycu

KAY HE CTATb X1 UV,

MPECTYIMTHUKA

HAOEXHbIE MAPOJIN

01

HEOBXOAUMO:

+ Co3paBatb NepcoHasbHble (YHUKabHbIE)
napo/sn K pasHbiM CepBuUcam

+ cnonb3oBaTtb CNOXHbIE Naposn: MuHumMym 10
CUMBO/10B, OOQHOBPEMEHHO Unpbl, CTPOYHbIE
N NPOMUCHbIE CUMBO/IbI, 3HAKWN MYHKTYyaLuu U
Apyrve cumBoO/ibl

+ [1oBepATb TONbKO NPOBEPEHHbLIM
MeHeXXepam naponen

BE3OMACHbIN WI-FI

HE PEKOMEHAOYETCA:

Mcnonb3oBaTb NOBTOPEHUSA CUMBO/IOB
XpaHUTb Napon Ha 6yMaXkHbIX HOCUTENSX

Ncnonb3oBaTb B Ka4eCcTBe Naposs CBOW NTOMMH
(MMs nonb3oBaTens, y4eTHasa 3anncb, HUKHENM)

CoxpaHATb Naposib aBTOMaTU4eCKn
B Opay3epe

Ncnonb3oBaTb 6uorpadunyeckyto
MHoOpMaLnto B napone

02

+ OTkntounTb 06Wwmn goctyn K csoert Wi-Fi
TOUKe, faxe ecniny Bac 06e3/TMMUTHbIN
NHTepHeT

+ cnonb3oBaTtb HaAeXHbIW (CM. BbiLLE) Naposib
ana goctyna k Bawen Wi-Fi Touke

+ [leaktnBnpoBaTb aBTOMaTtu4eCcKoe
NOAK/OYEHME CBONX YCTPONCTB K OTKPbITbIM
Wi-Fi Toukam

MPOBEPEHHbIE EPAY3EPbI U CAUTDI

+ Vlcnonb3oBaTtb cneyuanbHoe nporpaMmmHoe
obecrneyeHmne (aHTUBUPYC, paclunMpeHne ans
O6pay3epa), UTOObl n3bexaTb NoCeLLEeHNs
COMHUTE/IbHbIX CAaNTOB

BBoauTb CBOWM NIOMMH 1 Naposb gOocTyna K
YYeTHOWM 3anuncu (CTpaHuue) nnm cucteme
OaHKOBCKOIo 00Cy>XNBaHUS Npu
NOAKMIOYEHUN K 6ecrnnaTHbIM (OTKPbITbIM)
Touykam Wi-Fi B kadhe, TpaHcnopTe, TOProBbIX
LeHTpax u T.4.

03

X MepexoanTb NO HEMPOBEPEHHbLIM CChINTIKam

¥ BBoautb MH(hopmaumio Ha canTax, ecnu

CcoeMHeHNe He 3amueHo (HeT https n @)



+

npaBun
MHPoOpPMaLLMOHHOMN
6e3o0nacHoOCTU

BEE3OMNACHOCTb 2/IEKTPOHHOW MOYThbI

HEOBXOAUMO:

MNoakntounTb ABYXhAKTOPHYO
ayTeHTudmkKaumo

Wcnonb3oBatb MMHUMMYM 2 TUNa e-mail
a[peCoB: 3aKpPbITbI (TONTbKO ANS NPUBA3KMK
YCTPOWCTB 1 CPEACTB MX 3aLUnTbl) 1
OTKPbITbIA (ANS NepPEenUCKn, NOANNUCOK U T.4.)

Ncnonb3osate CIMNAM-cunbTpbl

X

rnaBHoe yrnpaBieHue
Nno NPOTUBOLEUCTBUIO
KMbepnpecTynHoCTH
KM MB]] benapycu

HE PEKOMEHAOYETCSA:

PearmposaTb Ha NMincbMa OT HEN3BECTHOIO
oTnpaBuUTeENA: CKOpee BCero aT1o cnamM min
MOLLUEHHUKN

OTkpbIBaTb MNOLO3PUTENBHOE BIOXEHNE
K MMCbMY: CHa4asia Mo3BOHUTE OTNpPaBUTENIO
W y3HanTe, 4YTo 3TO 3a (hann

MCMOJIb3OBAHUE MPUNOXXEHWUIN, COLUCETEU U MECCEHO)XEPOB [0

YcraHaBnNuBaTb NPUIOXEHUS TONTBKO
n3 PlayMarket, AppStore nnu ns
NPOBEPEHHbIX NCTOYHUKOB

O6pallaTb BHUMaAHME, K KAKUM PYHKLNAM
rag)eTa npuioXeHue 3anpalumsaeT 4OCTyn

O6MeHMBaTbCA COOBOLLEHNSAMM B COLICETAX U
MecceHaXepax, TONIbKO NO/IHOCTbIO
YOOCTOBEPUBLLUUCH B TIMYHOCTH
cobeceH1Ka, HE pearmpys Ha
COMHUTE/bHbIE NPOCLObLI N MPEeANTOXEHNS

3ALLUUTA OAHHbIX BAHKOBCKOM KAPTOYKU

+ XpaHuTb B TaliHe NUH-KOA KapThbl

+ [NpukpbiBaTh N1aA0HbLIO KNaBMATypy Npu

BBOAE NMMH-KOAA

OdhopMnTb OTAENBHYIO KapTy AN
OHNAaNH-MOKYMNOK U HE AepXXaTb Ha HeW
6onblUMe CyMMbI

NcnonbzoBatbk ycnyry «3-D Secure»
N IMMUTbI HA MaKCUMasibHble CyMMblI
OH/1aliH-onepauumn

CkpbiTb CVV-Koa Ha KapTe (TpexX3HayHbIl
HOMep Ha 06paTHOM CTOPOHE),
npeaBapuTesibHO COXPaHMB ero

X

X

X

X

Pa3smellaTb NepCOHANbHYO U KOHTAKTHYIO
MHopmaunto 0 cebe B OTKPbITOM OCTyne

Mcnonb3oBaTtb ykasaHue reonokaunm
Ha pOTO B NocTax

OTBeyaTtb Ha 06MAHbIE BblpaXeHns
N arpeccuio B COLCeTAX — Nlyylle HanuwuTe
06 3TOM aAMUHUCTPATOPY pecypca

Ynotpebnatb HEHOPMATUBHYIO NNEKCUKY
npu obLweHnn

YcraHaBnvBaTb npunNoXeHma ¢ HU3KM
PENTUHIOM U OTpULAaTEIbHbIMW OT3blIBaMM

06

XpaHuTb NMUH-KOL BMECTE C KapTOUKOWA /
Ha KapTo4ke

Coobuwatb CVV-koa nnu oTnpaendatb
ero goto

PacnpocTpaHaTb CBOM NACNOPTHbIE AaHHbIE
(MHbOpMaLMIO TMYHOIO XapakTepa, HoMep
MOOWbHOIO TeniedoHa), NOrMH U Naposb
poctyna K cucteme «MHTepHeT-6aHKUHM»

CoobwaTtb AaHHble, NOMTyYeHHbIe B BUAE
SMS-coo6LeHmnin, ceaHCOBbIE NAapon, KOA
aBTopu3lauum, naponb 3-D Secure un 1.4.
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BHUMAHWE! YHACTUNTNCD C/TYHAWN
TENNE®POHHOIO MOLWEHHNYECTBA!

MOLUEHHUK MOXXET NMPEACTABUTLBCA: W HA3BATb NMPUYNHY 3BOHKA:

« coTpyaHukom baHka; - Ballla KapTa
* COTPYAHWKOM CNyXXb6bl 3a6n10KMpoBaHa;
6e3onacHocTn baHka; * B OTHOLUEHUW Ballew
« COTPYAHWUKOM KapTbl NpeAnpPUHUMAKOTCA
PocpuHMOHUTOpPUHra; MOLLIeHHUuYecKue
AEeNCTBUSA;
s COTPYAHUKOM 60/IbHULLbI;
+ BalleMy POACTBEHHUKY
* COTPYAHUKOM
. HY>KHa NoMoLb NN
6naroTBopuTeibHOMN
X NleyeHue;
opraHusauuu;

° BaM NoJioXXKeHa OTCPOoUYKa

s no Kpeauty nam nocobue.

OH MOXKET NMOMNMPOCUTD:

AdaHHble KapTbl: Maponb: MNMepeBectn aeHbru:

] —

L () —
¢ HOMep KapThbl; ¢ OT MHTepHeT-6aHKa; * Ha cneuuvasibHbIA
« CVV/CVC-kogp; « n3 SMS-coobuweHunsa CUET WU Kapty,
« PIN-kopa; (On1 8xo0a 8 rae oHu 6yayT B

% 6e3onacHocTU.
s CpPOK AeicTBUSA UHMepHem-6aHk uau
KapTbl. nodmeepxxdeHus
onepayuu,).

¢ coobLiainTe HUKOMY AlaHHble KapThbl;

¢ coobuiainTe HUKOMY Napo/siu u Kkoabl us SMS;
BbIMOJIHANTE AencTBuA ¢ 6aHKOBCKOW KapTon
no npocbbe TpeTbUux ANL,.

er service call / Chyx6a noaaepxku +7 (3519) 24-89-33 (kpyraocyTouHo)

) Gl

0000 0000 0000 0000

ko 00/00
CARDHOLDER NAME

Homep —! enadesey cpok nocnedHue mpu yugppel -
Kkapmel Kapmel delicmsus kod 6esonacHocmu CVV/CVC

OBPA3EL| MOAMMCK - AUTHORISED SIGNATURE

N ARD P1243-06/19




CONERAHH,
UH@OPMAUNI,

He coobwau HE3HaKOMUGM
cBOU MO2ZUH U NAapob

He omKpsiBal haunsl us
HENPOBEPEHHLIN UCMOYHUKOB

He 3ax00u Ha calmsl, KOmopbie
sawuma KoMnelomepa cyumaem
nodospumensHbIMu

~ He Aam cebs obmaHyTL! )

KPYImMoOCYTO4HbI 7

MUHHCTEPCTBO BHVTPEHHHX AEN eadUHbIN
PECNYENUKK BENAPYCh Homep « 102>

> (4 e HAY4MCb NOAb30OBATHCA HHTEPHETOM NPABUABHO




MPABUAA

NOPOBOW
UTMEHbI

3AOYMBILLUASHHMKH MOTYT Y3HATL

YTO-TO HYKHOE O TBOBIA XM3HU 3a Macko# OHAQHH-COBeCceAHUKa

MOXeT CKPBIBATECA
3AOYMBILUAEHHHK

fih T 8

3AOYMBILLIAGHHWK MOXET BCTPETUTL | MHcbopMAaLIMEi MOTYT 3ABAGAETL
1e068 C HeAOGDBIMK HOMEPEHUAMM | W BOCTOAB30BATLCA
' HeaobGpoXeAaTreAn

S
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=
e
3!
2
-
:
g
3

= ~— -

BUHTEPHETE MOXET MPUHECTI DOABLLIOU BDEA.

/ S e———
He Aal cebs1 OOMaHyTL! 2

KPYrnocyTO4YHbIN

MHHHCTEPCTBO BHYTPEHHMK JIEN €OUHBLIN ~ _ \
PECNYBNWUKW BENAPYCh Homep « 102 >

, 9 BcerAa BaXHO MOMHWTb: HEMPABMABHOE MOBEAEHNE




BHUMAHHUE!
MOLLUEHHUYECTBO!

.-!I.1¢.. B P
i)

8 6enel

HEeM3BECTHOIO
Homepa

H_Wﬂ_bl AeHbru!

= A

POACTBEHHUKOM

cBbua yeaoBeKa

rnonaa 8 ATl

AEHer
KOMMNEHCALMIO
BpEAQ

(GAMSTH) ABAOC HTO ﬁ -

1. HeMeaAEHHO NoACXMTL TPYBKY

2. Camomy nepe3BoHUTL
MHAMLIMOHE RN/ POACTBEHHUKY

UCABAQBATEAL)N

3. He NepeAdBATs Kypbepam
HUKQK1X AGHer

KyDbED 4. coobym
B MMAMLIMIO

__ :
He Aal cebst obmaHyTb! X

KPYrnocyTo4YHbIN
MHHWCTEPCTBO BHYTPEHHMX AAEN eOUHbIN ~ _ _\
PECNYBNWUKM BENAPYCh Homep « 102

N\




AIMATMCTb! OTMEYAIOT YBER
YUCNIA GUILIKHTOBbIX ATAK HA STIEK
NOYTOBBIE ALLUKK [ OCOPT AHUSALIURA!

ul* EﬂuE

HHbIE

IPW PAGOTE CrAJIEKTBOHH O 0YTI0H

HE HAL10:

... OTKPbLIBATb BJ1I0OXXEHUA
NOYTOBbLIX COOBLLEHUN
OT HEU3BECTHbIX
OTNMPABUTEJIEX

... MEPEX0AOUTL MO
CCbUJIKAM. NOJIYYEHHBIM
OT HEU3BECTHbIX

.- XPAHUTBb U
NEPEONABATDL B OTKPbLITOM
BULE BAXHbDBIE NAHHBIE
(BAAPXUBUPYUTE UX U
YCTAHOBUTE MNAPOJIb)

... MIPU PETUCTPALLUU
AULUKA YKA3DBIBATDb
BUOI PA®GUYECKMUE
ILAHHBIE. UCINOJIb30BATb
NMPOCTLIE MNMAPOJIU U
NOBTOPAIOWUECAH
CUAMBOJIbI

... 10 AKJIDYUTDb
2-OAKTOPHYIO
AYTEHTUOUKALUIO

... PETYJIAPHO MEHATDL
MAPOJIb OT 3J1.NOYTbI

... UCIO0JIb30BATb
HECKOJIbKO NOYTOBbIX
ALLLAKOB NJ19 PA3HbIX
PECYPCOB (NEPENUCKA.
PEIr UCTPALIUA. IEJIOBAA
NMOYTA)

... UCINOJIb30BATb
YHUKAJIbHBIE MNMAPOJIU
1A PA3HbIX
UHTEPHET-PECYPCOB

... BBOOAUTDL
UHDOOPMALIUIO TOJIbKO HA
SALLULLEHHDBIX CAUTAX
(HTTPS)

BHUMAHUE!
ENUHCTBEHHbIA HANEMHbIA CNOCO6 SALLUTDI
- 3T0 BAWWA BAUTEJIbHOCTb!

I JIABHOE YNPABJIEHUE MO NPOTUBOAEUCTBUIO KUBEPNPECTYNMHOCTU KM MB/1 BEJIAPYCHU



KaK He cTaTb *epTBoW KMbeprnpecTynHMKa.

3ALLMUTA BAHKOBCKOM KAPTOYKMU

OcHoBHbIe npasuna HHtl)OpMaLIHOHHOﬁ 6e30nacHOCTM NO 3alyuTe

62aHKOBCKOW KapTOYKM:

He pekoMmengyetca

XpaHUTb B TaHe NuUH-Kog KapThbl
@ XpaHWUTb NMUH-KOO BMeCTe

NMPVKPLIBaTE NafoHbIo >
C KApTO4KOW/Ha KapTOYKe
KnaBuaTypy npuy BBoge

HRHEER c 5 - N coobuwate CVV-Koa nnm
opopMnATL Y > ! OTNpaenAThL ero ¢poTo
OTAeNbHyo =g VT

KapTy AnA . _ o pacnpoCTPaHATL NUYHbIE
OHNaH-TIOKYMOK g | N ; A= :\ AaHHble (Hanpumep
[eHbrM 3a4NCcnATb b A NacropTHbIe), NOruH
TO/bKO B pasMmepe W Naponb QOCTYMNa K cucTemMe
npeanosaraeMon NoKyrnKku "NHTepHeT-6aHKMHI

@ cooblWaTh AaHHbIe,

nony4eHHbIe B BUAe
cKpbITb CVV-Koa** Ha KapTe (Tpex3HaudHbI HOMep Ha SMS-coobuwennit, ceaHcoBble
obpaTHOKM CTOPOHE), NPeaBapUTENIbHO COXPaHUB ero naponu™*, Kog asTopusaunu,

ucnonb3oBaTk ycnyry 3-D Secure* n nMMUTLI Ha
MaKCUMarbHble CyMMbI OHMaUH-omnepauui

naponm 3-D Secure

NoAKNK4UTL yeayry "SMS-onoselyeHne”

0 @ § €%

*Yenyea 3-D Secure - 91a nodmaepdeHUs OHAAUH-NIameKa depramenb KApMoYKU 8eodum ocobbil Kod
(nony4aem ez2o 8 cMc-coobLyeHUU HO mesiedoH).

** Kod CVV - nocnedHue 3 yugpsl Homepa Ha obpamHol cmopoHe nnamerHol Kapmel cnpasa Ha benol nuHu,
npedHasHa4eHHoU dnsa nodnucu. Kod daem 803MOMHOCME PACNOPAHAMbCA Cpedcmaamu, HaxoaaLWUMUCSA Ha cHemy,
Pu3UYeCKU He KoHMaKmupya ¢ Kapmod.

*** CeaHcoBbIl napors - NpedocmasiAemca npu 8xode 8 UHMepHem-6oHKUHe, delicmaumeneH NuLlb 8 meYeHue
06HO20 NAaMmemHo20 ceaHca.

Wetounuk: MBI Benapycu. © WHdorpadura “‘Ei..




BezonacHeIy

UHmMmepHem
onna

emeu

P
¥ nc He coobwal He3HaKoMuam
SN, cBOL MO2UH U nRAposnk
_______________ HE OmKpLIBaU: auinbl U3
OPMALI HenpoBepeHHbIN{UCMOYHUKOB,
R He 3000 'Ha cavimEl §KOMOopbIe

Sauuma, KOMRbomEepajcyumaenm,
noco3pUmenbHbIMUY,

IS IAVINR=S IV
HUGHUME D EME!
HJJJLJJJJJJT ]

Ly Erperac o WORHIERDENTE

HPABILRE\ ;"A%Qgg’é%?.j;:ﬁ‘:c“:;‘;Ssﬁi’m”::ﬁuK SRR FIEHO
LIN®POBOW :
FTMIMEHBI ,m HE Co0BGiA B WHTEpHeTe

m HE orncggTo A HE3HAKOMLIOM

3AOYMBILLIA@HHUKM MOIYT Y3HATb YTO-TO
HY>XXHOE MM O TBOEM XM3HU

CBOW PEQAbHbIN
aApec 1 TeAedoH

3AOYMBILLAEHHUK MOXET BCTPETUTb
1€65 C HEAOBPLIMU HOMEPEHUIMU

HE ompamu AMiHbie AGHHHe
A1 YSOCTHS B KOHKYPCAX
HQ MAAOM3BECTHBIX CaMTAX

MHbopMaLMeit MOTyT 3QBAGAETb U
BOCMOAb30BATLCA HEAOOPOXEAATEAM

rJCJJ(J)JrJOHOA\/\MAMJ| [PABYALHOE MOBEAEHHE
RICIOHETEIIOKETHE

KPYrnoCcyTO4YHbIN

MHHHCTEPCTBO BHVTPEHHMN JEN eAUHbIN 7\
PECMYBINKU BENAPYCb Homep < 102 .




MOLUEHHWYECKAA CXEMA “YEJIOBEK MNMOCEPEOWHE™:
SALLUMTUTE CBOH 3JIEKTPOHHYHO NMOYTY!

iBHoEENBnEnEnolnEomnBoneEneTBnto kusernpecTymHocTn KM MBI Benapycy




BE30MACHbIN WI-FI

PekomMmeHAaveTcs:

OTKNIOYNTbL 0bwmMIn goctyn kK ceoen Touke Wi-Fi, paxe
ecnm y Bac 6e3/MMUTHbIN UHTEPHET;

MCnoJb3oBaTh HaAL4EXHbIM NAPoOnb AN AocTtyna K
cBoeu Touke Wi-Fi;

BbIK/IQYMUTb aBTOMATUYECKOE NOoAKMI0YEHUE CBOUX
ycTponcTs K Toukam Wi-Fi.
1 VR IREY R VAVE R 11 UUU U

~ BAXHO MOHWMATb,

yTO MHome YSI3BAMOCTM B 3aLLMUTE BOIHUKAIOT u3-3a

nd .
yctapeswero MO, = nostoMmy ' o6si3aTensHo
P ycTaHoBuTe BCe nocsieaHne o6HoBneHus ans ®
cBoero HoyTbyka unu TenedoHa.

A4

He pekomMmeHAaveTcCs:

A0BepsATb OTKPbITbIM TOYKaM Wi-Fi: UMEHHO Takue ceTu
MUCNONb3VYIOT 3/I0YMBbILLJIEHHUKU OS5 BOPOBCTBA JINYHbIX
OaHHbIX NONb30BaTeNeH;

BBOAWUTb CBOM JIOTMH U NApo/ib AOCTYNA K YYETHOM
3anucu unu cucteme 6aHKOBCKOro 06cnyXmnBaHus m'):u
noaknodeHun K 6ecnnatHbiM Toukam Wi-Fi.

NABHOE UNPRBNEHLE NO NPOTUBDAEUCTBUIN KUBEPNPECTUNHOCTU KM MBA BENAPYCU



BIHIW[MIATHIWIE}T

BEPEI'MTE CBOWU OEHbI !

YYACTUIUCB CNYYAN XUWEHWNA OERHET C BAHKOBCKWX KAPT-CHETOB!
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MHPOKMOCKE, MOBUMBEHOMMNI MHTEPHET-DaHKMHIE;
&2* - 0bpaTuTech B Cryx0y besonacHocTh baHka.

lnaBHOG ynpasneHue NO’ NPOUBOGRUCTBUIO) KUSepNpeCTYNHOCTU
KPUMUHGALHOU MUAUUUY MBi PacnySnuxu Benapyce
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BHUMAHMUE!
MOLLEHHUYECTBO!

Mama, nana, a
B bepe!

Hy«Hbl aeHbru!
CpoyHol

1. HemeareHHO NoACHOS TRYBKY

: 2. camomy nepessoHUTs

i : POACTBOHHHUKY
3. He NepeABaTs KypLepam
HMKQKMX AGHEr

L He A3 cebs obmMaHyTH!

KPYrnoCyTO4YHbIN

WMHBHCTEPCTBO BHVTPEHMNX AEN eauHbIn
PECTYENWKA BENAPYCH Homep « 102
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BHUMAHRHWE! ONERALLWA«BALLIVIH N

ADEPUCT MOXET ADEPUCT MOXET AMEPWUCT COOBLLIAET,
MO3BOHWTDL M0 MoBoay MPEACTABUTBCA YTO POACTBEHHKWK
TOBAPA HA TOPI0BOH BAHKOBCKWM PABOTHWKOM W JKEPTBbITOMNAJ B BEALY
MJOWALOKE W BbIMAHUTb N EMY HY>KHA
MPEANOXWTb CAENKY C KOH®WAEHUWATBHbIE (MUHAHCOBAA MOMOLLIb
MPEIOMNMATONA JNIAHHbBIE

&, 0
E 1,11

BULLIMHI - cNnocos MOLIEHHWYECTBA G NOMOLLbH TENEDOHA, KO 1A MOLLEHHWK oA
PA3JINYHBIM NPEAJIOIOM MbITAETCA BbIMAHWTD NMEPCOHAJIbHYH WHMOPMALIMK XXEPTBbI
NNANOCNEAYHLLETN0 XWULLEHWA OEHEN C EE BAHKOBCKOIO CHETA

- HUKOT [1A HE COOBLLIAWTE - HAZLEXXHO ALLIVILLLATE CBOW
HE3HAKOMOMY CBOK [IAHHBIE ([1IBYX®AKTOPHAA
[TEPCOHAJIbHBIE JAHHbIE ABTOPV3ALIMA.

CMC-OMOBELLIEHWE , W T.0)
- HE TOPOTWTECH BbIMOJIHATD

10,470 0T BAC MPOCKT

COBECEHWK. MOLIEHHVKM - B C/IYYAE YTEPU NN KPAXW
0YEHb N30BPETATENbBHbI W KAPTbI 3ABJIOKUPYWTE EE 110
TENEMOHY W B BAHKE

YBEWTE/IbHbI!

YMKIKNMIVMBIL PECTYBIIVIKI BENARYCH!
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GOULIAHIT: KAK SALLALLATD
CBOW BAHKOBCKWW CUYET

HUKOI A HE MNMEPEXOOWTE MO HESHAKOMbIM CCbUJIKAM,
NPUCJIAHHbIM BAM B MECCEH>KEPAX, N0 3J1.NMOYTE, B SMS-COOBLLEHNN

[Ipy3HaKn ABHOro
MOLIeHHUYECTBA

\, MoTeHLmanbHbIi nokynatens Baluero
TOBapa NPejnaraet nepeiiTii B MecceHxep,
0TKa3bIBasACh 06LLATBCA HENOCPEACTBEHHO
Ha TOProBOIt MNOLLAAKE.

Hanbonee KpynHble NAOLLaAKH ANA 3aLLIHTbI (BOHX
MoAb30BaTeneil OrpaHYHBalT ¢)IHKUMIO 0TNPaBKH CCHINOK

% HeusecTHbli B MecceHKepe
ji NPUCLINAT CCHINKY A1

S 1€PEX0/12 Ha VIHTEPHET-CailT
NoA NPeznoroM KOHTPONA KapT-CyeTa,
npocmoTpa 6anaHca Unu npoBepkm
COCTOAHMA OMAaTbI,

He3HaKoneL pegnaraer nepefiarh emy

5 NONHble AaHHbIe BaLLel BaHKoBCKOI
K

apTbl, BKtoyaa CVV-kop nnbo noruH
l 1 Mapoib OT BalLlero MHTEPHET-0aHKIHra.,
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