KAK SALLULNTUTD
CBOKHO BAHKOBCKYHO
KAPTY™!

HEJ/1b34

1 XpaHUTb NMHKOA BMeCTe C KapTom

PacnpocTpaHsaTh INYHbIE
AaHHbIE, IOTVH U Naposb K
cucteme “UHTepHeT-
6aHKWMHI”

Coobuwares CVV-kog nun oTnpaensaTh
ero ¢oTo

CoobwiaTh AaHHbIe,
nony4yeHHble B Buae SMS-
CO06LLEeHNI, CeaHCoBbIe

naposu, Kog asTopmsaumm n
T.4

= OTaeneHve nNo NpoTUBOAENCTBUIO
L KmbepnpecTynHocTu

Ut/ KPUMWUHANBHOW MUINLMA
' JleHnHckoro PYB/A r.Morunesa
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BALLIMHI

9TO BMA MOLUEHHMMECTBA, NPHU KOTOPOM
SAOYMBIWAEHHMKHK 3BOHAT BAM NO TEAEDOHY,
MPEACTABAAACDHD COTPYAHMKAMMU BAHKOB,
MPABOOXPAHMUTEAbHDBIX OPTAHOB, TEXNMOAAEPKMH
HMAM APYTUX ODHMULUMAADHBIX CTPYKTYP, MTOBDI
BbIMAHWTE AMNMHbBIE AAHHDBIE, KOAbl M3 SMS M
AOCTYN KR CHETAM.

KAR PABOTAIOT BMLUEPDbI?

. 3BOHOK OT "BGaHKa' — MOWEHHWK NnpeacTaBnAaeTcs
COTPYAHUKOM CNyX6bl 6e30rnacHoCTM WM coobwaeT, 4TO
C Ballero c4yeTa nNbTawTCA CHATk AeHbru. Bac
ybexanawT HasBaTb faHHbe KapThl ManM kKog wm3 SMS
"ONA OTMeHbl onepauuvn’

CoobweHne o poacTBeHHMKEe B 6ege — MOWEHHWKWU
FOBOPAT, 4TO Baw 6nn3KuUK 4denosek nonan B AT wunu
B NONMUMK, WM TpebywT CPOYHO MNepeBecTU AeHbrU.

KAK SALLMUTUTDBCAH?

® Hukorpa He coobuwaiTe naponu, kKogael K3 SMS,
CVC-koa » gpyrve KoHpuaeHuwmanbHele [aHHbIE Mo
TenepoHny. ‘\';
M Ecnn 3BOHAT M3 "6aHKa" — nonoxuTte TPY6KY
nepes3BoHUTE Ha odpuuUManbHbLIW HOMEp, YKa3aHHbIn
canTe bGaHKa.

M He BbinonHANTEe cpo4yHble duHaAHCOBbIE onep
npocbbe 3BOHAWEro.

¥ BynbTe OCTOPOXHb C HOMEpaMu, MNOXOXUMMW Ha
HOMepa oduuMasnbHbLIX OpraHU3auun.

M HacTpoiiTe 6/0KUPOBKY HEU3BECTHLIX W

nogo3puTesibHbIX HOMEPOB.

ng: -‘ OTgeneHne nMo NPOTWUBOAENCTEBMIO
ll KubepnpecTYNHOCTW KPUMWMHANbHOWN MUNULMKK
NennHckoro POBA r.Morwnésa



DOULLMHI

9T0 BMA MHTEPHET-MOLWUEHHMMYECTBA, NPMH
KOTOPOM JAOYMDBIWAEHHMKHM BEIMAHHUBAIOT
KOHOHUAEHUMAABHBIE AAHHDBIE, TAKME KAK MAPOAM,
HOMEPA BAHKOBCKHMX KAPT M NEPCOHAADBHDBIE
AAHHBIE.

| KAK PABOTAIOT
MOLUEHHUKAU?

logpenka cavTOB — CO30AKT KOMWW U3BECTHLIX
canToB (6aHKOB, MarasuvHoOB, couceTeu).

danbwnBbie NMUCbMa — pacchlawT NogaenbHbe
email-yBegomneHms oT "6aHKOB", "HanoroBbix
cnyx6", "cnyx6 nogaepxkun' .

danblnBbLIe dKUMUMK W PO3bII Pl — OﬁElU,EI{JT
‘nogapku’, ecnu BBECTU JNIMYHbIE AaHHbIe.

KAKR SALLUTUTDBCA?

™ lMpoeepsnte URL cawiToB nepen BBOAOM
OaHHbIX — BCerpga BBOAMTE afpec BPYUHYW.
¥ He nepexoguTe MO NOAO3PUTENBHbIM
cceinkam wm3 email, mecceHaxepoB m SMS.
M Vcnonb3ayinte AsyxpakTOPHYI
ayTeHTudukauyuw (2FA).

¥ Hukorpa He coobwainTe Napoau v Kol
ua SMS, paxe "6aHky".

¥ Vicnonb3yinTe CroXHbEe NMaponu u
YHUKanbHble KOMOWHaAUWKM QNS pasHbiX
CanToB.

¥ He nonbaynTecb UHTEpHET-BaHKOM
yepe3 obuecTBeHHbie Wi-Fi ceTum.

- .
f_ ‘ OTnenedue No NPOTUBOABHCTEWIO

Jl KMBEPNPECTYNHOCTH KPUMWUHANEHOW MANWLUWK
¥ NewuHckoro POBL r.Moruneaa




BHUMAHUE!

HUPPOBASA BE3OITACHOCTD
B MHTEPHETE

YCTAHOBUTE AHTUBUPYC HA BCE
BALLM YCTPOWUCTBA

¥

HE nepexoaute no HE coobuwaiire ceon

CCbiIKaM U MUCbMaM OT NepCcoHanbHble AaHHble
HE3HAKOMLIEB, HE U AaHHble 6aHKOBCKOW
HaXXMMaWTE Ha KapTUHKK U KapTbl

KHOMKH

QO
i i
HE BepbTe obeLanuam HE ykasbisaiite nuynyto
MHOpMaLWIO B

BHE3aMHbIX BbIMIPbILLEN ’ HE ucnone3ayiire oguHakoBsble OTKPbITbIX MCTOYHMKAX

naponu Ans BCEX aKKayHTOB

) Coxpalm 3TY PIH@OPM&IJ,’HIO M Ioaenimch C Apyrmmu




HE COBEPLULAMTE HUKAKUX OENCTBUMA HA
CMAPT'tDOHE NO NPOCLEE MOCTOPOHHUX
nopev! TEM BONEE, HE COOBLLAWUTE UM
KoAbl, NAPOJIN, U AP.UHPOPMALMIO

‘ N

HE COXPAHSIUATE B NMPUNOXXEHUSX U
BPAY3EPAX MAPOJIX, KOAbl, JIOTUHbDI.
NMPECTYNHUK MOXXET Y3HATbL KOA U3

nPUCNAHHOIro SMS-cooBLLEHUS

”

4\
12°
(/';2,

NPECTYNHUK NO TEAEGOHY
NPOCUT BAC YCTAHOBHUTb -
NPOTPAMMY HA TEAE®OH ),
ANl AMCTAHLUMOHHOTO
AOCTYIA U COOELUUTL
EMY NAPOABb U KOA,

P

o
YNMPABAEHME «K» MBA BEANAPYCH

o



npaswn
UHPopMaLLMOHHOM
6ezonacHoCTH

rnaBHoe ynpasneHue
Mo NPOTUBOAEUCTBUIO
KubepnpecTynHocTH

KM MBJl Benapycwu

KAY HE CTATb Xcri oV,

MPECTYINTHUKA

HALOEXHDbIE MNMAPOJTA

O]

HEOBXOAWMMO:

+ CozfaBath NnepcoHanbHble (YHUKanbHbIE)
naponv K pasHeiM cepeMcam

+ Vcnonb30BaTe CAOXHbIE Naponu: MuHumym 10
CMMBONOE, OAHOBPEMEHHO UKW pbl, CTPOYHLIE
1 NMPOMWCHbIE CUMBONbI, 3HAKK NYHKTYaLWK W
apyrve cCUMMBObI

+ [JoeepATk TONLKO NROBEPEHHBIM
MeHekKepam naponein

BE3OMACHbIA WI-FI

HE PEKOMEH[LYETCSH:

KMcrnons3oBatk NOBTOPEHUA CUMBOOB
XpaHuTb Naponu Ha DyMaXHbiX HOCUTEeNAxX

Mcnons3oBaTth B kKa4ecTBe Naponsa CBOW NOMMH
(MMA nonbL3oBEaTens, YydeTHad 3anuch, HUKHEAM)

CoxpaHATe Naponk aBToOMaTMYecKu
B Opay3epe

Wcnonb3oBate GMorpagu4eckyio
wHhopmauuio B napone

02

+ Otknio4nTh o6WKiA goctyn K ceoeid Wi-Fi
ToYKEe, Aaxe ecnK y Bac Bes3nNMMUTHBIN
MHTepHeT

+ Mcnonb3oBaTh HaAeXHbIA (CM. Bblle) naponb
ona poctyna k Bawen Wi-Fi Touxe

+ ﬂeaKTHBMDDBE’ITb dBTOMaTH4EeCcKoe
NOAKMNIOYEHWE CBOUX YCTPOWCTE K OTKPLITLIM
Wi-Fi Toykam

NMPOBEPEHHDbIE BPAY3EPbLI U CANTHI

+ Mcnone3oBaTte cneyuwansHoe nporpaMmMmHoe
obecneyeHre (aHTMBMPYC, paclunpeHne ans
Opay3epa), YToObi N36exaThe NoCeLeHns
COMHWTENbHLIX CANTOB

BeoauTte CBOIA NOrMH W Naponb AoCTyNna K
YUETHOW 3anucu (CTpaHuLe) unu cucteme
OaHKOBCKOro oGCNy)XnMBaHWA nNpm
nogknwyerdmn Kk GecnnatHeiM (OTKPLITEIM)
Toukam Wi-Fi B kathe, TpaHcnopTe, TOproebix
LeHTpax ¥ T1.4.
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X [lepexognTb NO HENPOBEPEeHHbIM CChINKam

¥ Beogwte nHdopmaumio Ha cantax, ecnm

coefMHeHWe He 3alneHo (HeT https 1 & )



BIHIHIMIRTHIM]E]!

BEPEI'VTE CBOW AEHbLI !

YYACTUNUCB CNYYAU XULLEHWA OEHEI C BAHKOBCKWX KAPT-CHETOB!

A l '

Ecnu Bam npuLuno . H/ B KOEM Cryyae

... B KOTOPOM rOBOPUTCH,
coobLieHve B p P HE nepexoauTe no
yTo HaHKOBCKas kapTa

MeCcCeHKepe, I T cebinke!
un&nhﬂblx cerax S s Hesa Megq UTENBLHO
ex obpallaiTecs B
paa?nompoaam °e; cnyx6y be3onacHocTu -
NPOMAs MO CChINKE... 6atkal <

-~ EcnwBbin ng&wun 1 co0bLIEHNE @ Gn@mu@osx'
ia*H@ch@m Kal[i)TbI |

HUKyda He n‘egp-e.Gﬁl'ﬁéa![ﬁ'mesza.-@;a-.;m naHHble;
Q - ipoBepbTe GanaHc CBoen kapThl B GaHkomare,
MHOKMOCKE, MODUITEHOMIMNK UHTEPHET-DaHKUHTE;
&-21 - 0bpatuTech B cryx0y GesonacHocTu baHka.

FnaBHoe ynpaBnexue no npousogelcTBulo) kubepnpecTynHocTu
KPUMUHGNBHOU MUAUUUY Mﬂ\'

Pecnybnuxu Benapycs
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